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Binary Leetness 100

What is the password?

= ME ?e BolU eIt =HR[RCH, =4= Sot MARA=S ZO0I0F &

ﬂll

>Windows
> IDA, Ollydbg

»Unix-like System
» GDB, Objdump
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Binary Leetness 100

il

s file HHE =

o o

[hkpco@servera122 CTF]$ file bin100

bin100: ELF 32-bit LSB executable, Intel 80386, version 1 (GNU/Linux),
statically linked,

s ELF L2 O] Linux HHOILH 2] 0|
» MM A 10 (static compile) GH 12
= Stripped(CIH & & £ JF &Kl & O QULLCE.
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Binary Leetness 100

GCC: (Debian 4.3

u_l0_stdin_used$

checklong_real

h_im

$Info: This file is packed with the UPX executable packer http://upx.sf.net $
$1d: UPX 3.01 Copyright (C) 1996-2007 the UPX Team. All Rights Reserved. $
PROT_EXEC|PROT_WRITE failed.

/proc/se

| f/exe
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Binary Leetness 100

hkpco@cs408-Server:~$ ./upx -d bin100
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2008

UPX 3.03 Markus Oberhumer, Laszlo Molnar & John Reiser Apr 27th
2008

File size Ratio Format Name

upx: bin100: Exception: checksum error

Unpacked 1 file: 0 ok, 1 error.
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I hkpcu@csdﬂﬂ Server. ~

fhinlon

n off bitch.

A ] Shinlon
1SS SO 1.1 nicetomestyou
=t off hite h.

Lhinlao

= 1 2%, bin100 80| | £ Al 2482 = IHZ 0l =22 X0
=28 Be UE0A Ol0l HIZ22I0l oS WHARAEIE S 20[2k Ol
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# hkpco@csA0B-Server: ~

hkproofcs408-3erver:~5 . /hinlo0
That is the password? l
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Binary Leetness 100

# hkpco@csA08-Server: ~

hkpoofcsd408-Server:~5 p2 —aux|grep binlo0

Warning: kbad ps syntax, perhaps a hogus '-'7 See http://procps.sf.net/fag.html
hkpoo 15665 0.0 0.0 21058 488 prta/z o+ 19:17 0:00 L/kbinlin
hkpeo 15744 0.0 0.1 3364 803 ptasa S+ 19:18 0:00 grep binloo
hkpoofcs4058-3erver:~% gdbh -g hinld0 15665

warning: no loadable sections found in added symbol-file Shomeshkpoo/fbinlo0
(no debugging symbols found)

Attaching to progrsen: Showe/hkpeo/binli0, process 15665
(no debugging syvibols found)

Oxk7focd30 in _ kernel wayscall ()

(gdb) == 0x5804c73b

Ox504c73kh: LA

(o)

OxS0dc73c: oo

e jeial

Ox5804c73e: OOz "

{igrclia ]

OxS04c740: "WThat is the password? '

{orcli)

Oxs04a757: Mrizilooksgoodinhotpants®™

(grcli)

OxS04c7eL: ", %d byte packets"

(grcli)

Ox804c751: LR 1 B e R

e jeial

Ox5804c75a: L el

{igrclia ]

OxE04c78L: LA R

(el )

Ox504c794: "hestination not reachedin'

e e il

Ox&504c7ad: "Bad destination address: 3s\n'

e |
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Name the algorithm implemented in this file. Note that several smaller
algorithms may be utilized in implementing the overall solution.

The answer is the overall algorithm.
= =& BIOIHCEIE &40t €12l&2 01§= &= =X

< 3JtAl &8 >

— Brute force
— Signature

— Analysis

Page = 16




Binary Leetness 200

= Bruteforce
MANOZ MG oHE

— M EHMAS A /=0t HiolH el It s 84
eclss T Eole N0k, dH0| Maet ZLcSE 2HE WA=
LUAS ANOIJ| 20 HEHC 2NelS& lAEE 0|26t 22X E

» Signature

— 2 2N2BO0CHEZ 4 &Y )|, = MB Aa7EX 5 22 ASets
Sdet AAUXIEUS AO0IJ| =0l Ol 0lEotH 12 S8 A= &=
= Analysis
il-O'.L.H

— bl E 842z &4
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Huffman coding

In computer science and information theory, Huffman
coding is an entropy encoding algorithm used for lossless
data compression. The term refers to the use of a
variable-length code table for encoding a source symbol
(such as a character in a file) where the variable-length
code table has been derived in a particular way based on
the estimated probability of occurrence for each possible
value of the source symbol. It was developed by David A.
Huffman while he was a Ph.D. student at MIT, and
published in the 1952 paper "A Method for the
Construction of Minimum-Redundancy Codes".

From Wikipedia, the free encyclopedia
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< Huffman Code >

Ol =S40l Wk 20 ~90% Al 2 Jbs

I =0 et 2 A0t Eetkl= JHE 20/ Z Z(variable-length
code)E AMEOtH JIE Z& 20/ 7L (fixed-length code)E & <f

Page = 19
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= JtH 20| 2 & (variable-length code) HI Ol =

4500 1300 1200 1600
U8 20| 2E 000 001

900 500

010 011 100 101

JISHZ0] 2 & 0 101 100 111 1101 1100

£: (4500 + 1300 + 1200 + 1600 + 900 + 500) * 3 = 300,000

£: (45001 + 1300*3 + 1200*3 + 1600*3 + 900*4 + 500*4) =

224,000
(2 25% &)

Page = 20
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< Huffman Tree >

(ed @ (afa 7
2 @ [t @R [ @ @R 7 @ B
o) [ull 1) ) (D 0D

Page = 21
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w2 B =0 et 22l Z20|E MAIESHT.
— O HEOU A treedt At=

« EZ2|= linked-list& Sot +&

Page = 22




| A e Y Y
Binary Leetness 200

< Zttteh HE >
1. U IIE2 2= 2A=2 B2 8t
= 2. 81 =0 et 2E=2 Z201Z A Eetll.

— O HEOU A treedt At=

« EZ2|= linked-listE &

OII U

O &
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Binary Leetness 200

push ebp
moy ebp, esp
push edi
push esi
sub esp, 4hHbh
lea eax, [ebp+intbuf_488h]
moy [ebp+var C], @
mov [ebp+p_intbuf], eax
moy dword ptr [esp+8], L4@8h
moy dword ptr [esp+h], 8
moy [esp], eax
call _memset
mou eax, [ebp+arg_ 4]
test eax, eax
jz chort loc_1CB6 ; =2 |E} FE
H |
BNl
®or edx, edx
®OF eax, eax
nop dword ptr [eax+0000080080h0]
nop dword ptr [eax+eax+BHB00BE8N]
vy
BNl
loc 1CAB:
|mou ecx, [ebp+arg @]
inc edx
[mousx eax, byte ptr [ecx+eax]
inc [ebp+eax=h+intbuf L4B8h]
mou eax, edx
cCmp [ebp+arg_4], ed=
Page = 24 jnz short }uﬁi1ﬂﬂﬂ 4
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text:00001C8D xor edx, edx
text:00001C8F XOor eax, eax
J oA A E =S

text:00001CAO loc_1CAO:
text:00001CAO mov  ecx, [ebp+arg O]
; [J4! base address A7 &

text:00001CA3 inc  edx
== Fotedx HIAIAE SOf

Page = 25
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text:00001CA4 movsx eax, byte ptr [ecx+eax]
- base address 0/ A1 &S F} 2 £/ eax BIF [ &F offset= eax O &

text:00001CAS8 inc  [ebp+eax*4+intbuf 400h]
; (W& Z A0 olEofE H+F 2 FHZEH 1 Sf
; IIEEHE HEotE H+F4byte 0/ I Z 0/ *4

/*
intbuf_400h= 4byte &1 == 100h(256)J1 )t X & &[0 JL=0,
Ol= ASCIl Z=2| 2At & 0] & 228(256)J)10[J| =

*/

Page = 26
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text:00001CAF mov  eax, edx
2L 2= eax O HE

text:00001CB1 cmp [ebp+arg 4], edx

text:00001CB4 jnz  short loc_1CAOQO
S o= A NS E Z20/8 bl ot A ELHE FX M+

I 2=, intbuf_400h =20l &Xl =Xt2| Jt2H &0l N&EE

Page = 27
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M)
=)
i0J
0J
~nJ

o)

un

<
Il

J

0|
Ul

il
Ul

1. 0Hat el 2

= &
o o

— O HHOU A treedt At

linked-listE€ =0t &

Eldl=
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= Huffman Codinglil AtE &= 24K

typedef struct _huf

{
long count; /I 81 ===
int data; /I 2 At
struct _huf *left, *right

} huf;

> = 16byte

Page = 29




Binary Leetness 200

void construct_trie(void)

{

[* =01 &
for (i =nhead = 0; i < 256; i++)

{
if((h = (huf*)malloc(sizeof(huf))) == NULL) /I 16byte S
h->count = freq([i]; N8l M&
h->data = i; INa2x &
}
}

Page = 30




Binary Leetness 200

vy
EAN L
loc_1D2E:
mov eax, [edi]
o o test eax, eax
[:l‘ o O -rl jl‘ iz short loc_1D19
|
=
Huffman Tree= BN
E, = mou esi, [ebp+uvar_C]
o : B
TI o'_|- _PF_jl .9|' ﬂl—g inc [ebp+var_A438]
test esi, esi
jnz short loc_1CES@
]
L
[ 00001D2E ~ 00001D2C ] EAN L E Nl
call alloc BCh
loc_1CEB: mou esi, eax
call alloc_ BCh test esi, esi
moy ES%, e moy [ebp+p_alloc HBCh], eax
lEESt esl, esl mou [ebp+var C], eax
jz short loc_1D55| |jnz short loc_ 1CEB
! \_* !
¥
BN L
loc 1CEB:
MmousH edx, byte ptr [ebp+cnt]
mov eax, [edi]
call alloc_18h_node
test eax, eax
mou [esi+8], eax
iz short loc_1D55
Page = 31 >
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text:00001CB6 mov edi, [ebp+p_intbuf]

; 2 EALL Bl +=Jf &A1 oF= intbuf HE S =4S edild] A&

text:00001CBC mov [ebp+cnt], 0
; IIEH 28 =) 2F

Page = 32
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text:00001CEB movsx edx, byte ptr [ebp+cnt]
ItZE = edx A/ L EH O A4S

text:00001CF2 mov eax, [edi]
S 27/ 2= intbufS & LLA FL S eax O] 4

text:00001CF4 call alloc _10h_node

;alloc_10h node &'+ &=

Page = 33
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= ( Alloc_10h_node &= LIS )

text:00001A06 mov  dword ptr [esp], 10h

text:00001A17 call _malloc
; huffman tree £ 7/ 3 224 =Z/2/ 10h BtE 2 &5

text:00001A1C test eax, eax
text:00001A1E jz shortloc 1A3C

; A &

Page = 34
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= ( Alloc_10h_node &= W F )

text:00001A20 mov edx, edi
cintbufS E& PLA = 2/ J/= FA S edx e 0/=

text:00001A22 mov  dword ptr [eax+0Ch], O
text:00001A29 mov  dword ptr [eax], O
text:00001A2F mov  dword ptr [eax+4], 0

; LA =) 2F

Page = 35




Binary Leetness 200

= ( Alloc_10h_node &= LIS )

text:00001A36 mov [eax+8], esi
;esi A/ A E(intbufS) £& LEAE JI2/F] 27 UL, Bl &) =

s 2T 8hE T LA T &

text:00001A39 mov [eax+0Ch], d
;dl | A/ L EN(EAF FIEE &) 8 S P22/ 0Ch 80 LE 0] A&

Page = 36
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text:00001D19 iInc  [ebp+cnt]
5= =k
text:00001D1F add edi 4

2 EANE Bl E HE ot HE FIEE S/

J

text:00001D22 cmp [ebp+cnt], 100h
text:00001D2C jz shortloc _1D61
; 100h(256) JfJf OtLICtH FHES HE5LCFE FE

Page = 37
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0

» JE A0 Oist BIE-E 2
» EC|E AME0tH oY A Xl= 16byte

» E2|O =D MEUAN A O
0| = Huffman Treel2| =J| & 1} =&

= Olcfet ME = Z 2568 (0tAD[2 Bl =2t =&) =

Page = 38
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It's you!, Huffman baby~

Page = 39




Binary Leetness 300

The answer is the 16 byte decryption key used in the

file linked here. Enter in the form: \xaa\xbb\xcc...

HHOIH 2l 0l M AF=Z &l = 16byte Decryption KeyE &= 2 Al

= \Windows 4! i I} &

[WkpoollserveralZ? ~]5 £ile bin300

binad0d: M5-DOS executable PE for MS Windows (GUOI) Intel S05386 32-bit

Page = 40




Binary Leetness 300

2% PEID v0.95

Entrypoint: 00001104 EP Section: [text | >
File Offset: DOOOOSOA First Bytes: 55,88,EC83 | = |
Linker Info: 7,10 Subsystern: Win32 SUL !_?_j

'Iilu-:ullzl-'iing Found *
| multi_Scan 1 i“Iask'-.n'iewer 1 | options ] | Abouk 1 |- Exik ]

r Skay on bop @ |£|

Page = 41




— [CPU - main thread, module bin300]

Eile Miewe Debug  Plugins Options  Window Help

Binary Leetness 300

Paused

W% »i

push ebp

1 4 =+ LiE[m]T|[w[=H

ebp=0006FFFO
Jump from 00407004

bin300, sModul eEnt rvPoint =

T rt gEC . A |Begisters (FPUY = = T
. mov ebp, esp = [E&x DODOODOD

00401110 BE FO280000 |mov esi, 26F9 -

0041 115|| . FF15 SC10400( &I near dvord ptr ds: [<GKERMELSZ, GetCommandlined>] | CGetConmandl ined S ey Mo R LR CiEa ] Ret

00401 11E SEFOD moy esi, eax ESP ODOSFFCY

00401110 ZEOE zub ebx, esi EEF OOOSFEFD

004 11F S1C0 BS54000f add eax, S4ES ES| FFFEFFFF

00401125 8030 CO464100 lea edi 5 dword D‘t r ds: [41 45[:9] E0| 7C940228 rtdl | 7Cad02es

004071128 S1FE 17530000 xar esi, 5317 A .

00401151 BE AC104000 |mov esi, bin300,004010AC EIP 00401104 bin300, <ModuleEnt ryPoints

Do401136\| ,  FFOB gall rear esi C O ES 0023 3%bit O(FFFFEFFF

00401135 - | FF15 4C104001 ¢ near dword ptr d=: [ﬁ&KEHNELSz,EXItThI’Bﬁd}] LEXitThI’Bﬁd ; 1 CS O01E 32b:t DEFFFFFFFFg

CALE & iE ; A D S5 0023 32hit D(FFFFFFFF)

00401 13F Lt int3 71 DS 0023 3200t D(FFFFFFFF)

004071140 £c int3 S0 FS 0098 3%hit TFFOFO0O(FFF)

00401142 A db 4 oo

00401145 12 db 12 i

R o il i 00 LastErr ERROR_FILE_NOT_FOUND qnpnnnnnz)

00401145 a9 db 89 EFL 00000246 (MO, NB,E,BE,NS,PE, GE,LE)

004071148 A9 db A9 o

it . o S gﬁ gmgw DUHDRM BCED 01050104 00000000

004071145 06 db 06 5T anpty 0.0

00401149 B2 db B2 573 enpty 0.0

004071144 29 db 29 CHAR ') 574 enpty 0.0

00401148 1B db 1B 575 anpty 0.0

004071 14E i3 db DB ST6 enpty 0.0

00401140 ac db 4 CHAR 'L 577 anpty 0.0

004071 14E B4 db B4 B e ESPUATD

gg:gngg gE gg gE CHAR °M FSTO0Z0 Cond D OO0 Err 00100000 (BT

FCI OZTF Prec MEAR,53 Mask 1111711

0401151 s db &0 EEE P o

00401152 i db 0D 3

aoaniie 10 db 10

| L ]
2 |

Command :i

s e INICODE o~ IADERARN G iE (77| RETLEN Lo herneloe, (CiE i T ~

00449000 20 BS SF C7] 96 56 B3 24 EZ 3F 12 63 73 7B EC 3E| 8 2 mis = | DOOBFFCS) 7C940228  ntd| |, TE840228 =

0044301 0| 42 1 B9 65 60 DS 7D £2/99 18 64 77,79 86 06 0S|mEE &y = | D0DEFFCC| FFFFFFFF

00443020( B0 84 BE 40\ 04 50 ES T2|BS 77 65 12039 75 BE DB| wmimmee ]

00443030 54 35 FB 3F|EB 15 13 57|06 OF 30 00{F6 55 90 Ad|mMli==n UDOEEFDA)  B05S37FA

00443040| 5B ©F 81 E4| 51 ED OF o4(95 80 8C 8815 01 aC 082  ga O00BFFDS| DDOBFFCE

00449050| DE &1 29 OC| D2 59 37 0036 09 03 76| 44 51 80 7F|md 70534 OOOBFFOC) BE817ASS )

DO4AS0E0| F9 ©5 78 FC{F2 A5 15 30/ E6 BS 66 34 64 E3 E3 26| 9] & OOOEFFED) FFFFFFFF)End of 3EH chain

004AS070| 74 20 SF 24|64 90 4B CCi 49 C9 TF 54|53 OF GO 79 es B E R WHOBGEES), ZLELOAUR|SE - hand|ae

0044908051 00 10 62/ 25 28 C7 18 64 7E 7E OC| 4F AS E1 1B| e OOOEFFES| FCYETOBO0| kerne |32, TC7ETOS0

00449090| 48 99 00 17,13 30 B6 AF|C7 30 2B 56 43 00 5F 1E| M2+ gggg;gg gggggggg =
T 1 3 Facul

i b b A B Bl L R D | nonereralOogoono v

#nalysing bin300: | heuristical procedire, 7 calls

to known functions

Page = 42




Binary Leetness 300

(1 930000, 990000 22| &<

@ 930000, 99000001 LIOIEHHE WME =

3 930000 &< LHE 2 =(9303BD)Jt 990000 S B2 2l =558t
@ 400000 OI2cl &
©)
®
@

9300005 €l 0] 9904002 IOl &= (407000~407000*(E00*4))0l
M€ =(0040A590= UPX &)

CreateRemoteThread2Z ol & UPX S &I Al H
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(1 930000, 990000 22| &<

@ 930000, 99000001 LIOIEHHE WME =

3 930000 &< LS 2 =(9303BD)Jt 990000 S B2 2l ==&t
@ 400000 OI2cl &
©)
®
@

9300005 €l 0] 9904002 IOl &= (407000~407000*(E00*4))0l
M€ =(0040A590= UPX &)

CreateRemoteThread2Z ol & UPX S &I Al H
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< binary 3002 Ji&XM Al S & >

® A BHEZ &4

@ A B0l Z2Z HOIHE ME2

® AgY90 LS EBIY UOHE =53t

@ CHERe &Y

® A=REO =33t & B2 HOHECH HMES

6 CreateRemoteThread= CE Y FEI A &M

@ helloworld.txt It 0l “Hello world!"2t= 2 XE 2 IS

ArE &

U
W
Nl
N
1N
Jn
toy
N
N
09
|‘0|I
ol
:‘E'
0
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<=4& Al Z0i= >

= D= H=SS)0IF0M Q| =0 24 =0l Ha=Scl ZES MU=
ol & ot Al =&

s I )JHOYUELZ EOESE ASet 2= A E

= I
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Binary Leetness 300

4
gl
10
X
IH

rafe el

1l

0
s
S
Ul
m0
=

_~ o0
oy o

o 2
509

W
o} i
Wr <J
I
Ul &
M 10

0l0

<

ofl
[l

e
"o

<H

t
-

= | A
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Count Address |First command Comment ﬂ
ZEBE1E. BE4E1191 | IMC ERH

=== 1 BE4E7ABY | MOL ER,ESI _|
p=i=t=1 BE4EFACT | ADD EEX, &

1622, AE4Ea1409) CHP EDE, CONORD DS: 46A282 ]

1621. BE4E14C3| MOL ERX, EDO

Ci1Zz. AE4AFRED| MOW EDX, COWORO S5:EBFP+21]

Z2EY. AE4EE9EY | MOU [BYTE DS:EDX],.A

2EE. BE4E7AFY | “OR ERX, EAX ll
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= Breakpoint2| & &

— BtolH 2| LR 2 APIDE Ot! DLL Ut AFXI 2l APIO| breakpointE 2 H & 1)
'l Al breakpoint)t Z22l= A& 2X2 FE S =4
— 3008 =2He E2= =S F= HEUM St = FEES =233 Aldle

s2 M= HX

— HIOIH2I Ot Aaiet= S QUCHD JIE Gt 0 Xt AFE S = APIQ!
VirtualAllocEx()il breakpointE Z2H & & &4

I-_I
iQ
0[O

Page = 49




- [CPU - main thread] | |
File  Miew Debug Plugins Options Window Help o = il
= o A OET A = T e e e i P e e = :-
Prused @ x| wjl| wif#) ¥4 4 +f LjE[M[T[WH[c|/[K|B[R|..[S]| E[H]?]
gggggg? ggam o0 [ dword ptr ds: [eax] ~ | Registers (FPU) B
2 ea eax, dword ptr ds: [eax T EAx 00940000
009303FS| 55 push ebp ECy 0091000C
00a303FE|  8BEC mov ebp, esp E0% 00082400
009202FE|  &3C4 FO add esp, 10 EEX DODEFETA
Q09303FE| 53 push ebe ESF ODOEFEZC
O09303FC| S6 push esi EEF OOOEFE4S
009303F0) 57 push edi ES| 00910000
009s03FE|  SBDY moy by, ecx EDI 00082400
00930400 8955 Fo moy dword ptross: [ebp-8], edx =
00930403 8945 FC mov dword ptross:[ebp-4], eax — | EIF DO33040F
oo9s0406| 8B40 OC moy ecx, dword ptross: [ebp+C] o1 ES 0023 3%bit O(FFFFFFFF
d0gz0405|  8BSS 10 mov edx, dword ptr ss:[ebp+10] PO CSO0lE 32b:t IJEFFFFFFFF%
e B moy edx, dword ptross: [ebp-4] A O S5 0023 32bit O(FFFFFFFF)
0 0 ES ASFFFFFF |call Oos20s0 Z 0 DS 0023 32bit O(FFFFFFFF)
00930414 8BTS FC mov esi, dword ptross: [ebp-4] %0 FS 0036 32bit FFFOEOOO(FFFY
009z0417|  SB46 3C mow eax, dword ptr ds:[esi+3C] T 0 G 0000 NULL
00930414 0345 FC add eax, dword ptr ss:[ebp-4] oo
00930410| 8903 mov dword ptr ds:[ebx], eax
iaae| N wbt dherd mir deiieng) 00 LastErr EHREIR_INW'.LID_ADDRIESS (ODODOTET
00950421| 8BS0 50 mov edx, dword ptr ds: [eax+50] EFL 00000203 (MO, B, NE, BE, NS, PO, GE, G
00930424 8BO3 mow eax, dword ptr ds:[ebx] o
O0g9s0426|  SB40 34 mov eax, dword ptr ds: [eax+34] g-::? ngw UUEDRM FRER DTEROTES Bananaee
oogs04z8|  SB4D 05 mov ecx, dword ptross:[ebp+8] 5T2 empty g'g
00930420 B8 BOFEFFFF | gall 00930291 573 empty 0.0
003930437 8B5S F3 mov edx, dword ptr ss:[ebp-8] 5T4 empty g'g
00930434 8902 mov dword ptr ds:[edx], eax STS empty oo
o09s0456|  SB4AS FS mov eax, dword ptr ss:[ebp-8] 5TE empt v g'g
00930433 8338 00 cnp dword ptr ds:[eax], O STY empty oo
00930430 74 Ba je short 00930445 ' 210 ESPUOTD I
0093043  8BO3 mov eax, dword ptrods: [ebx] FST O020 Cond 0O OO0 Erfr007 00000 (GT)
ongs0440)  SB48 54 mov ecx, dword ptr dz:[eax+54] FCW 027F Prec NEAR.S53  Mask f §2F 4257
00950443 8B5S Fa mov edx, dword ptross: [ebp-8] -
00230445 8B12 moy edx, dword ptr ods: [edx] "
ana=naa ECE moy es B -
Address | Hex dump UNICODE - Meliiagoag OO0 2%
N0S3040F [EB M@ EEEE FF 66 75 FC| BB 46 a0 0345 FC 69 03| gt Sl apen s B
0093041F| 8B 03 5B 50/ 50 88 03 8840 34 86 0|05 E9 60 FE|riS.azm LOOBERIY). (LoD N
0093042F | FF FF 6B 55FG 89 02 66|45 FA 83 3600 74 A4 BB MR ] ot Rog s ol T B e TR RR0RE0
0093043F| 03 2B 45 54 86 55 F8 8812 88 CF E8|1E FC FF FF| 22 ®as SAUNEERSLY. FERFRERE
0093044F| 6B 03 E8 53| FE FF FF 8B/ FO BB 03 OF|B7 40 06 488  som QuibrRa0k DOOGEeF
0093045F| 65 CO 72 45/40 83 45 FO| 53 DB 86 55 Fg 66 12 60| 0N gggggg:g ggg;gggg
0093046F | 3C 9B 03 54|/ FE OC 8B 4C FE 10 86 44/FE 14 03 45| R 'omm
0093047F|FC EB ES FB|FF FF 0 45 F4 50 6A 40/8B 44 FE 08| 1 e OOORFRAC| 00950529 RETURN to 00930529 from O09303F5 =
0093046F| 50 €6 45 FG|B6 00 03 44| FE OC 50 G4[FF 6B 45 03|z el QunbrRA0E DH-E0an I
0093049F| FF 50 14 43|FF 40 F0 75 C1 5F SE SB|66 ES SO C2| Bafas et AN
I I I . '
0O3s04Ar| 0 00 56 5359 L 52 82 05 50 00 00)00 G0 40 0| 8y e e v
Command : | D sl _v_l [
Hardware breakpoint 1 at 0093040F |
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009303C2| . 74 24 je short 009303EE

00az03c4|  SBFS moyv edi, eax

009303CE)  GBE9 mov ebp, ecx

00a303c8)  33C0 X0l eax, eax

009303CA)  8BFZ mov esi, edx

Qoasnscc| 4k dec esi

009303C0(  SSF6 test esi, esi

003303CF|. 72 10 ib short 009303EE

00as0soi| 46 inc esi

o0az0302) 3302 xor edx, edx

00530304 =t L] mov cl, byte ptr s=: [ebp+eax]

00930308 300017 wor Byie pir gz [edi+eds], o Registers (FPU)
0093030EB| SECA mov ecx, edx Ehx_ 00000000
00950500| 5205 xar cl, al ECx 0031000C
0093050F| 300017 xar byte ptr ds: [edi+edx], cl EQx 00000000
00950562 40 inc eax EGX O00GFET4
009305E3|  83F5 10 cmp eax, 10 E5P O00EFETC
009303E6| . 75 02 inz short O0O9303EA

00930565 53C0 ®KOr Bax, eax ES| 00062400
009S0SEA| 42 inc eds: EQI 00940000
009505EE|  4E dec esi

003303EC|~ 75 EB jnz short 00230304 EIP 00530304
009303EE) 5D pop ebp

O09303EF|  SF pop edi

009303F0(  SE op exi

003303F1( €3

N09303F2( 8040 0o lea eax, dword ptr d=:[eax]

009303F5) 55 puzh ebp

009203F8|  SBEC mov ebp, esp

009s0SF2| 8304 FO add esp, -10

009z03FE) 53 puzh ebx

009z03FC) 56 puzh esi

009303F0( 57 puzh edi

009303FE|  SB09 moy ebx, ecx

QO0as0a00 gace Fo woee dwerd ot r debp_al  =dy
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[ W e

EBP 0087 e

ESI O00E  |ncrement Flus
EDI 0094

= | Decrernent Minus
EIP 0093
C O Es £ero
B o oetto ]
g 1EI gg Modify Enter
s fz| -0py selection to clipboard  Cirl+C
E g B3|  Copy all registers to clipboard
00 Lad  Follow in Dumnp

EFL 000
570 empt vieW MM registers

5T1 empt  View 30Mow! registers
ITZ empt

T3 empt  view debug registers
5T4 empt
STS empt  Appearance b

ZTE empt oo
STT empty 0,0

3210 EsPUDZLDI
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uaouary ac L [t |

009303F C3

009303F2)  s040 00 lea eax, dword ptr dz: [eax]
009303FS) 55 push ebp

009z203F6E)  SBEC mov ebp, esp

009303F5| &304 FO add esp, -10

009303FE| 53 push ebx

009z03FC) 56 puzh esi

009303F0|( 57 push edi

009303FE|  SEBDA mov ebx, ecx

Q0a=0A00 205 FE miose _dwoed ot r 'rehn—ﬂ] ey

=5 [0091000C] =37
cl=0C (Form Feed)

sddress | Hex dump 1M CODE A aC
0021000087 D3 4E 03 34 FE 56 87 1E 4C 86 67 1B 05 23 15 & wwen — | 0oosFE20f OC
O091001C| 00 00 82 00 12 96 70 7C 00 00 00 00 00 00 00 00 &k, .. =) ODOBFEZ4) 0T
0091 002C| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, ....... DO0EFEZE) OC
0091003C| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .,...... O00&FEZCH OC
0091004C| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00).,...... 0006FE30f OC
0091005500 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, ....... DO0EFE34) OC
0091 00EC| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, ....... DO0EFE3E) 7C
0091007000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00/ ,,...... O00GFESCH FF
0091 00EC| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, ....... DO0GFE40) OC
0091009C| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, ....... OO0GFE44) OC
0091 004C | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, ....... | DOOEFE4s) 00
oooHd sl Ao oo oo oo o0 o0 0o oo a0 o0 oo oo oo o0 oo o0 OO0GF&4C] OC
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The answer to your second questions is ‘by hash’.

» 2= 0] =HAIL, oY == =HEW O[O0 Al W =&t LIS
& 0{0j% = &3
Of(E) mEE) 220 SHENE 3D Z2HH) o

@%E > ) ‘_ﬁf /f.\%.“—." ‘ EE| v @FulderSync
%401 |5 EMrmyWDEFCONWDEFCON CTFWH A bind0DWOI DI KIS v Eos

~

. 1c9086e013228810E, . 3d3Zhcchiel208514.., . bodbTfca3ehidesi

me 2 =56 3
£ D20 Al 6 e

@ EOE 20 A
Bz 20038

Bhelcadi4zalc7eTh,, BoBleabBThdfsETTE,., Tallef3GBb098336e,,, Safl330864038526(d,., Godl4e3edbibbatbe,., SHEGWdabiZBachlh., . 9e94696a6823a0803,

JIEH A
(3 bind00
3 My Rlctures
PR

o HUEHI =2

- =

104804231200 6504, .. . $f7bd3327eTades... B9bldcedicee?bfl,, B5d14cabddibeida?,..

=
&
o

RS
oz =0

ZEsh L 20094 B 14
22RS o7 30

=,

. B67hdd7h29896da2d, .,

. T17aa89700bfa{dbE,

ThabziG1felddhddcd,,, . bhelBbTc29393444,
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Dan Kaminsky?

Damn it Kaminsky!!
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F.ipg:
Jpg:
LJpg:
Jpo

3 iYs H

LJpg:

LJpg:

LJpg:

= LJpg:

Page = 56 ' Jpor:

JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG

irmace

image
im

JPEG i

JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG
JPEG

image
im
im

data,

L S = =t

1.
1.
1.
1.
1.
1.

T e T




Binary Leetness 400

» Exif(Exchangeable image file format)

— Exchangeable image file format (EXxif) is a specification for the image file format
used by digital cameras.

» JFIF(JPEG File Interchange Format)

— The JPEG File Interchange Format (JFIF) is an image file format standard.

Page = 57




Binary Leetness 400

Bl PhotoME - [E:WmyWDEFCONWDEFCON CTRAH X%Whin400W 0| 0] K| SW 75 762ac8c23e 1 38201 9645be 761 2996.jpg]

(=19

File Mem s % |mege | Thumbnaiinfo | Camera | Manufacturet notes | ICCFrofle CIICI
150 speed rating 40027 8527 I505peedRatings SHORT ~
d Open file... Exif wersion Yersion 4 2000 Exif\ersion IMDEFIMNED(4) T
i save file "% Date and time of original 2007-09-16 15:37:50 003 DateTimeoriginal ASCIIZ0)
= data generation
ed saveas.. “™ Date and time of digital data  2007-09-16 15:37:50 9004  DateTimeDigitized ASCIIE20)
- aeneration
d 1mport/Export g Meaning of each component | ¥ChCr a101 ComponentsConfig,.. | UMDEFIMED(4)
ed| PhaotoBrowser... shutter speed 11.55 T {1/3000") 9201 ShutterSpesdvalue  SRATIOMAL o
EY settings " 25 Aperture 4,97 Ay (F5.6) 9z02 Aperturev'alue RATIOMNAL
Exposure bias +0 EY 9204 ExposureBiasyalue SRATIOMAL
ﬂ Exit Metering mode Pattern 9207 MeteringhMode SHORT
- Flash Flash did not fire, compulsory Flash mode 9z09 Flash SHORT
Histogram & Lens Facal length 17 mm 9204  Focallength RATIOMAL
& Manufacturer notes Ox00000283 AzTC MakerMote IMDEFIMED{48685)
Y <Binary Data= TheY UMDEFINED{4104)
Supported Flashpix version Version 1.0 A0o0 FlashpixYersion IMDEFIMNED(4)
qg Colar space sRiEE A001 ColorSpace SHORT
a9e e = Image width 388 px anoz Pixel<Dirmension SHORT
[|_ Image height 2592 px a003 PizelvDirmension SHORT
Thumbnail gy £ |3% Focal plane ¥ resolution 4433.3 ppi AZ0E FocalPlanekResolu...  RATIOMAL
{3 Focal plane ¥ resolution 4453.61 ppi AZ0F FocalPlane¥Resolu,.. | RATICMAL
|3, Focal plane resolution unit inch Az10 FocalPlaneResoluti,..  SHORT
Custom image processing Mormal process a401 CuskomRendered SHORT
Exposure mode Auko exposure A402 ExposureMaode SHORT
White balance Auko A403 WhiteBalance SHORT
Scene capkure bype Standard L4065 Scene’apktureType SHORT
(b Cenbrask Hard 408 ankrack SHIMRT bt
B Find;
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Hex-Viewer: Ox7AB9 (Camera)

gooooogoo 00 o0 00 Qo0 00 00 00 00 8A 15 01 1B S50 CY 6B OS5 .. ... Pk A
gooooolo oo C8 68 46 F9 GE 91 DD ES 76 1B E6 73 59 B3 C4 EhFunﬂ?Ev #=Y¥34
gooooozo 42 25 A6 E1 AE 7B A% F3 23 F7 61 14 FD 99 D2 A4 EKIa@{@a#Ta.gﬂGd
00000030 D1 49 FD 39 AE G1 48 F4 44 18 99 BA 01 89 2E 26 HIy9eQHaJ.o2.0 &
00000040 30 Ci 31 9D EE 63 23 42 06 B0 98 74 02 56 B89 97 O0El ic#B. "0t.V00
00000050 CE DE 90 D7 27 F3 B8 6C S5C 12 50 69 10 69 33 BE  I0nx's, 1~ Pi 131
00000060 28 GE AD 1B D6 A4 09 14 38 C1 81 57 33 76 64 FE (n. 05 841W3wib
gooooo7o  AF 49 EE 62 48 06 FD 69 6C F3 04 55 E9 42 24 4C " IibH.¢ild . U&BsL
0o00o0s0 BC E? 72 DA F3 4D 7D AB 87 17 C1 81 89 47 A2 12 khgrUcMi«d AN Go.
gooooosno D2 74 8F 43 41 42 F9 53 BF E9 01 F1 6D 51 C1 30 GtICABuKiE BmQAD
goooooAn 18 8A 9D 95 8C 27 2F 16 64 63 5C 14 03 79 2ZE7E om0 ' odes. v
000000B0 18 52 D4 34 47 CA EF C9 A3 OE 01 67 D2 5B 47 43 .RO:GEiEE. gG[Gi
000000CO 72 17 DD 81 1E E6 82 Bl 4E 26 BE C6 76 1E B3 99 r VI.s tHakEv.
00000000 83 44 A2 26 71 D4 14 B3 C3 GD A5 8B 46 26 94 41 0 Dedgl. 3E]HHFMDA
ooooooED 64 ES 9F 58 28 D3 24 70 DB 17 CF 6B 01 7B Ch 9E jﬂﬂK{GSpU Ik i
000000F0 EBO 08 B2 61 BE 84 4B 94 75 CE 03 DD 44 CS Fe DF  ° . faxl HDul ¥J
00000100 OD SE 44 23 85 62 E1 89 62 E 2F 51 D9 DO 4C SE  .1J# haﬂh@fQUBH
goooolino 77 5D 6D E1 DY A4 86 54 99 4D 8C EF CE 39 C9 63 w]ma@aﬂEDMﬂliﬂE:
gooooizo A9 CF SE BE EO EO0 2B F&8 8C 51 OB C7 C8 FE D9 55 @I"%® a+dﬂQ CERUT
oooools0 16 08 1C YD 585 71 8D 14 A 34 1F EO 94 5D B3 35 T¥agl. al 1%5
00000140 F9 87 SF 45 72 91 E4 6B CO 20 5D DA 97 EE 3D 55 {0 §Exl Ski 100 =X
00000150 15 1B ED E7 FA FD F? B3 DD G& 81 DS 3C FS 34 18 |  icuy= YZI0:<&:
gooooled0 D3 FE 4D D3 9E 9F CO 681 D5 37 66 DD AC 93 CD b6 @@l‘igﬂﬂél@?h?"ﬂ Af
goooolvo B3 A4 45 A6 BY BF 28 24 1E 22 50 1E 54 AE %94 94 GFHE[® (5 "P ZE0[
goooolgo ES 9C CD 17 DB F4 DE 9E 5B 72 63 94 11 1C 6D EB aﬂi Unkﬂ[r:ﬂ..mé
oooool1so 00 BZ 0A OE 04 23 AAX FE B4 A9 AR 86 4E Af E7 4D ¥a2p- @'HHIQH
00000120 D1 1A D3 7D CC E3 Bé 31 A3 F5 C9 F7 B8 iC F2 E5 N, G}IaﬂlED ==
000001B0 59 0D Ak 27 EF 2C G6 D9 EB C3 E9 C1 26 Fi EF BO V.2'¢ Vil.Eehiai-
goooolco  EZ 983 6D 96 FF CO 38 13 66 09 FB 0OE D7 DD 13 7C éﬂmﬂgéa £foa.xY. |
goooolpno CD DE C7 58 FC OE 66 81 04 9F 34 3D A2 18 05 BC CHI . f1.04=¢. X
000001ED OB 24 11 A5 01 2D 1D FA AF CF 63 BO E4 A1 DB 02 . * ¥ — 0 Ic'aill,
000001F0 GSBE A5 2B 94 FF EF 34 C5 0D FE 9D 36 4D 21 A9 92 ["H #i:A Gr6H!c
gononozon  4E B1 Ce 16 DY B2 83 25 9B 7D 91 21 77 55 SE BS  HiE x* = el s

—

Formatted view ﬂ Close
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Ol=ot o & OIOIe ==

= Python2| Python Imaging LibraryS

= 0|01 Al It OtOll = H &I GIOIE = Tag-ID 7A6901 & Aot H
= PILS| Exif 2t &= =5 Jts

1ot2 = JIFFE o =

0

i

2= Jls= Al

= JFIF2] A2l &

[

if L

0 kJ
X,

I Hu

, E
o4

BA

e O
0lo
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» [} 2SS hashE J|l=2 2 A6l 88 1 A
LIeeadis BN Q8
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P extract_data.py - HI2= E||E|®
mEy BIEE M40 2N EsSEH
— import Image
ol _I =2 : :
Ol D' Xl _U_l- = A E O E = }mpurt ExifTags
import glob
import hashlib
= == 51} ()4 A O
=—=0 SHA-1 (L —E files_jpg = glob.glob({'./=_jpg")
for fname in files_jpg:
=] = im = Image.open{fname)
OI'I' = A —‘! 2l = exinfo = im. getexif()
= 2B = val = exinfo[31337]
val = val[8:]
fname = fname.replace{ 'jpg", 'slice' )
fp = open{fname, ‘wb')
fp.urite{val)
fp.close(}
files zip = glob.glob('./=*.jpg")
dicts = {3
for fname in files zip:
fp = open{ fname, ‘rb' )}
data = fp.read()
dicts[fname] = hashlib.shai{data).hexdigest(})
fp.close()
diclist = []
for i in dicts.keys():
diclist.append{ (i, dicts[i]} )}
diclist.sort{ key = lambda{x, y):y 3
merge_zip = open{ 'merge.zip®, "ab"' )
for file in diclist:
ff = file[8].replace{ 'jpg', 'slice" )
f_tmp = open{ ff, 'rb" )
slice_data = f_tmp.read{)
merge_zip.write{slice_data)
f_tmp.close(}
merge_zip.close()
Page = 62
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# hkpco@serveral 22:~/bhin400
. bind00] §
1ind0o] #

i

[hkpc

—Lr—LrW

H I:[| Im
]

chiwve ds

ats
22 bind00] %
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® merge.zip - A2 741

TH(E
IR XX} A B gl 7
MENE TEED | DS YSEI O 27 'EI}]],__ \
EH X| 0 = 37 |¢&8 | B8
- merge, zip g bruteme, Tz+ 292,700 27,508 0% 2hd vz L
£l I
0 0 Byte £ | OjY. 2685KB j
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Ot=
=

0 = S84 ) M2 2=
Password Recovery T2 184 S2

=
74
2>
Q
<
®

nced Archive

>
~
~
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® bruteme. 7z - UA v7 41

DI(E) #(E) 20 E3ZTH)
Qe 23@® )hzﬁl‘:- el
| MEZ=S =27 | 20 28N €1 =27 U o C, : '3: C;_e_
=0 ¥ | g2 ErEsEE 30| |2sE | EF
-3 = exifer 291,786 800504  B4% Dh
K I
DI %, 0Byt \Z 1 THY. 781 KB |
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s OPES E0 HH0IH2I0 LD, e HRE OIS 28

-

[hkpco@servera122 bin400]$ file exifer

exifer: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically
linked, for GNU/Linux 2.6.9, stripped
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call sys_accept ; accept
mou [ebp+var_C], eax
mou eax, [ebp+var_C]
mou [esp+4], eax
mou dword ptr [esp], offset aPastAcceptClie ; "past accept: client is Zdi#n™
call sub_8863D90
cmp [ebp+var_ L], BFFFFFFFFh
jz short loc_86488F8
[ 1
EI N
call sys_fork
mou [ebp+var_ 8], eax
cmp [ebp+uvar 8], BFFFFFFFFh
jz short loc_ 8B488F8
=
EAN L
cmp [ebp+var_8], @
jnz short loc 8B488ED
|
BN BN
mou eax, [ebp+arg_#8]
mov eax loc_BB48BED:

sys_close mow eax, [ebprvar C]
mou eax, [ebp+uvar™;] mou [esp], eax
mou [esp], eax call sys close
mou eax, [ebp+arg_4
call eax

[ebp+uvar_4
mov

s [t 25

Page = 68




Binary Leetness 400

IHE®H A0

= )2l A accept()
af

10

= | A
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wigerd s
©

wdiln, malyerd bl i)
¥ o 4 pe—y ouviee |

e swaias:
Er——

=
o
e
it et e s
o eart der EmaEy

Sitaia s

bt sub_8048D3C+49
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- 012 S 228 AT oY HholLel= Exif 2281 2tol=2efel S
AFBBICHE 22 & & US

= 2Nl 80| 2l = statically0Ofl CIEH & & E0tAI A KIE O AI| =20
2oz &2 2 4= Q00, Al XS] H-LE & e IR
A E g == libexif(Exif 2tO|E i 2])0l &Mol= &=+ Ed0|Lt 2ADE
SO LS HluWotH gl == = US(A 0|20 -2 ES)
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var_4= dword ptr -4
arg 8= dword ptr &
push ebp
mow ebp, esp
suh esp, 18FBh
mow [ebp+var 8], @
mowv dword ptr [esp+8], 1888h ; size
lea eax, [ebp+var 1818] ; buffer
mou [esp+h], eax
mou eax, [ebp+arg_8] ; sockfd
mou [esp], eax
call sub_BO4BZE3 ; recy part
cmp eax, 1868h
jnz loc_8BALBEEA
|
¥
BN L
mou dword ptr [esp+4], 1868h
1lea eax, [ebp+uar 1618]
mow [esp], eax
call exif data _new from _data ; {const unsigned char =data, unsigned int size)
; Allocate a new ExifData and load EXIF data from a memory buffer.
mou [ebp+ExifData var], eax ; ExifData return
cmp [ebp+ExifData var], 8
jnz short loc 8048E29 ; HMakeZ| Tag-1ID
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EAN Ll
loc_8B4BEZ?9: ; Make?2| Tag-1D
mov dword ptr [esp+8], 18Fh
mou dword ptr [esp+4], 8@
mou eax, [ebp+ExifData var]
mov [esp], eax
call sub_8B848D8F
test eax, eax
jz short loc_8848E&S ; HodelZ| Tag-ID
||
¥
BN N Ll
loc_8O4BE6G: ; ModelZ| Tag-ID
mou dword ptr [esp+8], 118h
mow dword ptr [esp+4], 8 ; offset
mou eax, [ebp+ExifData wvar]
mow [esp], eax
call sub_8048CH2
test eax, eax
jz short loc_8848EA1
I
¥ ]
BNl BN Ll EAN L
mow dword ptr [esp+8], 1 mow dword ptr [esp+8], 1
moy dword ptr [esp+4], offset aBadMake : “HBad Make'| (mow dword ptr [esp+4], offset aBadModel : “Bad Fodel™| [loc_S8O48EA1:
mowy eax, [ebp+arg_#8] moy eax, [ebp+arg_a] lea eax, [ebp+
moy [esp]. eax mou [esp], eax mou [esp+BCh],
call sub_8A483CE call sub_BA483CE mou dword ptr
jmp short loc_S848EDY jmp short loc_8B4BEDY mou dword ptr
| [ mou eax. lebp+
SIA == = — =
= SE 0= 0l BIAIKILE 2Rt E =01 K= gtBt E0t= OILIE
= — A A ()
|DI_OPCX| T:’!}” %I' T %15
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mowv [esp], edx
call find tag_id ; HlWer=F
mov [ebp+var 4], eax
cmp [ebp+var 4], @
jz short loc_ 8848D8A
F izl
Make(Tag-ID = 010Fh) ENLL
mov dword ptr [esp+8], 486h ; HIH AbO|=
— 1ea eax, [ebp+buffer]
"él C o a)tO| ddtekOJ Xl mou [esp+4], eax s Hilg
mou eax, [ebp+var 4]
ljl 8" — = E' mou [esp], eax g
= T . call exif entry get value ; libexif 2}0|=22{2] &=
1ea eax, [ebp+buffer]
mou [esp], eax
call null add
mou dword ptr [esp+4], offset aDdtek ; “‘ddiek’™
1lea eax, [ebp+buffer]
mowv [esp], eax
call comp_some_strings ; ddtek 2X2} H
test Pax, Pax
jnz short loc_ 8848D8A
|
¥ Yy
BN L BN
moy [ebp+uar 414], B
jmp short loc BB4BDO4| (loc BB4LBDEA:
mou [ebp+var_414], BFFFFFFFFh
!
L 2 ]
BN
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nuy LESPTH], EdA
mov [esp]. edx
call find tag_id
mouv [ebp+var 4], eax ; tag id offset
cmp [ebp+uar 4], @
jz short loc_ 8B48CFD
||
Model(Tag-ID = 0110h) v
EAN Ll
T mou dword ptr [esp+8], 488h
Jél = O a)tol PZOO Ol_l Il lea eax, [Ehp+£arguﬂ1]l]
mou [esp+4], eax
ljl 8'_ _ =2 E| mou eax, [ebprvar_i]
— T mou [esp], eax
call exif entry get walue ; libexif 2}0|=22{2| Stz
1lea eax, [ebp+var LB4]
mou [esp], eax
call null add
mou dword ptyr [esp+i], offset aP2@@ ; "P2OE"
1lea eax, [ebp+var LBL4]
mou [esp], eax
call comp_some_strings ; arg8(f|A nullZE OHL}D| S DR 2R 220 42
test eax, Pax
jnz short loc_8B48CFD
|
L4 vy
BN BNl
moy [ebp+uar 41L4], @
jmp short loc BB4BDA7| (loc BA4MBCFD:
mou [ebp+uvar 414], BFFFFFFFFh
Y ¥ [
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» User Comments?2| gi= I 2tA & aHot= S8

loc_BO4BEA1:

lea eax, [ebp+var_ 106DE8]

mou [esp+BCh], eax

mou dword ptr [esp+8], 9286h ; User Comments
mou dword ptr [esp+4], 2
mou eax, [ebp+ExifData var]
mou [esp]. eax

call sub BOA4RB72

lea eax, [ebp+var 18DE]

mou [ebp+uar 4], eax

mou eax, [ebp+var_4]

call eax
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- [

= ExifC| Make, Model & = 2} User CommentsE 22! ddtek, P200, &84 =
S IRELES EOI PN

Hol= 22 AAN0H0F ofH, et &= &)
A O]l S

HSOUHM AJ| =20 A B = US

= Make, Model2 Opanda PowerExif

» User Comments= PhotoELF
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] % Dpanda PowerExif - 0c116658he24352391749b654 ab0fcfc.j jpy s HaN:]
' s = Lo Sl
5 2 H € £ R A 0 W 4
Hew Open Save as  Remove Exif Import Export Batch Process Help Abhout  Register
7] 0c116658he24352391749b654 : MarkDelete ", Undelete

Entry Meaning Tag  Exif Mame Type A
= Image '
Imade Descript... 0MO0E  ImageDescription  ASCH
hodel F200 00 mModel ASC
Crientation top/left 0112  Qrientation SHORT
| i - Software E4500v 1 [D10F - Make X
24?5%| f-“v&‘ (w) : .
Path: EAmyDEF CORMDEFCON = Camera :
CTFUH Hbind 00 Exposure Time 1ie0" YValue: ddtek B
Eigagrsy F Mumber FZh
Oc116658he24352391 T45h654a Exposure Progr.,  Mormal prd
BUfCTE.Jpg _ IS0 Speed Rati.. 100
Dirmensions: 800 % 600, 200dpi
File Size: 95005 byte Exif Yersion ac, 00, 00,
Create Tirme: 20058-07-M1 Date Time Orig...  0000-00-0
17:84:51 ; R
‘Write Time: 2008-07-01 17:57:17 Sl
Exposure Bias ... z0EW
Title: 2 e
Max Aperture V.. F2.64 [: Description =
< _ H HexMode Ff Reset | »
(25 Photographer | Editor | GPS | Show all | ByteCrder: Intel =
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File: Edit Mew Farnats Thumbs O : art
& & |®m g 3 x O e | | |\ = W q 7> 72 L
Print  Editor  VMideo  Alburn Mame  Delete Left Right Exift  Thumb | Browse Manage Fill Slide il Zoom  Frefer  Help Exit
I |
> MySwH | | Photo Properties
i | C\0c116668be24352391749b654a60fcfc_jpg
CJacy I ;
(3 Documents and Settings | Thumbnail Stamp: 160 x 120 pixels _ i _ —
l_:lGalee | File Typis PG 24.bit EXF YUVA4d JPEG Edit EXIF comments: Oc116658be24352391749b654a60fcfc.jpg 3]
Ea HNE = : = Atist Name: )
%:Dteflense |Pa|ette Contains: |133‘8911 Colors ﬁ | Mare 33> |
1 Intel it | |
A masm32 _ [Bits per pixel: |2'1 ~ Copyright: -
b Y| ||Resolution: 800 x 600 Pixels |
| Phato, Video & Music -l DPI (XY ) 1300 x 300 =
; T - - User Comments: 18 of 10,000 max -
. Dimensions: 2.67 % 2.0 (inches} :
@‘@ﬂ ‘ ‘ 6.77 x 5.08 (centimeters) hkpeo
0 TR Chanémn Park —
200304081 2442750217 _1.jpa
Date & Time Taken: Date:  0000:00-00
Time: 00:00:00
Device Mfg / Model: ddtek: P200
Exposure Time: 1/60 Second
Aperture / Fstop: F26
Focal Length (zoom): 7.85mm
150 Speed: 100
;SOPEWEFE'. PhotoELF V4.0 - www photoelf corg
| E4500v1 1
Motes: PhotoELF Edits:
2009:07:01 — Updated User Comn
User Comments: hkpco | [ Cancel | Tiri Tip | 0K | A
L . > ]
‘ Edit Comments | <«J »>| ii
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z

g

MOZ [+SD 20| 0I0IX YS XG0 2HE Z 2 US
= Make(010Fh): ddtek

= Model(0110h): P200

» User Comments: &= Rlol= JIHH D&
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Help, we lost our assembler and manuals.
Assemble and run the given code on the given interpreter

and you will get a prize.

<= MOUA MEE=
a. IMIZE oidgel 2

b. X2 E B0l

= JHAl >
=

<O0l=2 & >
.Sz AdE i Hd=S2l 2E
e g =Sc2l 2 =2 olAots AHECIH
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| — ) f—
» ZHUHA KHSE asm 2 &
W P 1562a08a743336e972c31c5d9964649¢. 1xt - HIBZ [2[E][X]
start: = | (]
ME) MAE) MA0) =20 E2UH
EOR R29.R29.R29 FEI;ZEI' 1(;)1; (0} [{3) S2(H)
dbe
MOVLE R28, 1 WAL
- labelhb:
HOULE R24, 7
PRAP 25, RZg2S8, 229 TRAP R24, R26, R27, R28, R29
OR R26, R26, R26 CHP  R24, R28
BNS label ﬁsu label?
HALZ, label7:
label1: MOULE R24, B
TRAP R24, R16, R29, R29
yPVPE R16. 5 OR  R24, R24, R24
BNS  labels
MOVLE R28, 1 ; nHTéT
dbe £
bop: MOULE R28, 1
MOVLE R25, 6 loop1:

MOULE R25, 6
TRAP R2%, R24, R31, R28, R29
CHP R25, R28

TRAP R25, R24, R31, R28, R29

label9: BZ label?®
HALT
MOVLE R25, 4 label9:

MOULE R25, 4
TRAP R25, R28, R31, R28
BR loop1
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= ZMOA H=et golu 2

0K
rol

[hkpco@hkpco bin500]$ file bin500

bin500: ELF 32-bit LSB executable, Intel 80386, version 1 (FreeBSD),
statically linked, stripped
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Graph overview X

kL
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IDA - EEYWmyWDEFCONWDEFCON CTEW Il 4 ¥Wbin500¥Wbinary500 - [IDA View-Al

= File Edit Jump Search  View Debugger Options  Windows Help = B
| 108 Wignand, | HexView-a | B Exports | B Imports | N Mames { M) Funations | B Stuctues | En Enums|
pusn  OwoFd ptF [ecx-4] :
push ebp
mowv ebp, esp
push BCx
sub esp, Thakh
mowv [esp+i5@h+var_14C], 8
mov [esp+15B8h+var_158], offset aBin_dat ; “bin.dat”
call sub_8849914
mow [ebp-8], eax
lea eax, [ebp-128h]
mow [esp+158h+var_148], 128h
mow [esp+158h+var_14C], eax
mow eax, [ebp-8]
mow [esp+i158h+var_158], eax
call sub_8849986A
mow eax, [ebp-8]
mow [esp+14Ch+var_14C], eax
call sub_884996F
call sub_88498A8
lea eax, [ebp-128h]
mow [esp+14Ch+var_148], 128h
mou [esp+14Ch+var_14C], eax
call sub_8649850

%
BNl

loc_8048BEE: Graph overview
call sub_8848118

test eax, eax

jnz short loc 88486EE
e

BN
add esp, Tikh
pop ecx

pop ebp
lea esp, [ecx-4]

retn ol

100, 002 (=292.6168) | (1012,176) 000000AB | O50480A5: sub_8045080+26

The initial autoanalysis has been fi &Ll idle Down Disk: 116GE Click and drag to delete from selection. DEIClick on edge to jump to its source: Wheel to scroll horizantally
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Graph overview %]
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& IDA — E:¥WmyWDEFCONWDEFCON CTR# I ¥ bin500¥hbinary500 — [IDA View-Al

Z] File Edit Jump Search View Debugger Options Windows Help = n"

| [E1 DA view | 5] Hexviewt | 3 Expons | B impats | N Names | ) Functions | B Stuctures | En Enums |

loc_BB4BAG2Z: loc_BB495F4: loc_8B848181:
rd_8687ABCY} |mov eax, ds:dword_BB7ABCY mov eax, [ebpruar_98] mowy eax, [ebptvar_98]
ah and eax, BFBFFFFFFh shr eax, 16h mow ecx, eax
7ABCYL, eax| [mouw ds:dword_BO7ABCL, eax and eax, 1Fh shr ecx, 1Bh
B48A71 mov edx, ds:dword B84AB4BA[eax+=h] mov eax, [ebp+var_98]
mov eax, [ebp+var_ 98] shr eax, 16h
shr eax, 11h and eax, 1Fh
and eax, 1Fh mou edx, ds:dword S84ABLO[eax=h]
mov eax, ds:dword B84ABL4A[eax+=h] mov eax, [ebp+var_98]
not eax shr eax, 11h
and edx, eax and eax, 1Fh
mov eax, [ebp+var_ 98] mou eax, ds:dword S84ABLO[eaxxh]
shr eax, 1Bh or eax, edx
mov eax, ds:dword BO4AB4B[eaxx4] mow ds :dword_8B4ABL4B[ecx*4], eax
not eax mov eax, ds:dword_B887ABCL
and eax, edx and eax, BFFFFFFFEQh
test eax, eax mowv ds:dword_BB7ABCL, eax
js short loc_ 8849678 mow eax, ds:dword BB7ABCY
and eax, BFBFFFFFFh
mou ds:dword_887ABCL, eax
mov eax, [ebp+var_98]
shr eax, 1Bh
mov eax, ds:dword_S84ABLB[eaxxh]
test eax, eax
jnz short loc_ 884820C
INLL BN BN
mov eax, [ebp+var_98]
c_BBLBAT: shr eax, 16h loc_8084828C:
1] eax, [ebp+uvar_ 58] and eax, 1Fh mou eax,
eax, [ebp+var_54] mov eax, ds:dword BO4ABLB[eaxx4] and eax,
st eax, eax mou edx, eax moy ds:duw
short loc_SA48AED not edx mov eax,
mov eax, [ebp+uvar_ 98] shr eax,
shr eax, 11h mov eax,
and eax, 1Fh test eax,
100, 002 {3546.2164) (#0271 00000110 O8048110: sub_G048110
The initial autoanalysis has been fi a0 idle Dowen | Disk: 116GE Click and drag to delete from selection: DbIClick on edge to jump to its source. Wheel to scrolerrerreormn
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3. IDA - EEWmyWDEFCONWDEFCON CTPW I H¥Whin500%bin500.idb (bin500) - [IDA View-Al

File Edit Jump Search View Debugger Options  Windows Help = B
DA Viewd | 3 Ewports | B Impotts | 2] Froblems | M| Mames | ] Functions | 8 Libiaries| T Types|

1285 (-21,-1997) (G¥4.166)  0O0ODO17S | OBO48179: interpreter+69
Al idle Down | Disk: 116GE Click and drag to delete from selection: DbIClick on edge to jump to its source: Wheel to scroll horizontally
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BN L

Sys_open proc near
push =Y
pop eax

.

21, I
loc_8040017: ; LINUX - sys open
int 808h
jnb short locret_884991D
L*I_
EAN Ll
neq eax
 —
ERN Ll
locret_884991D:

retn
sys_open endp

Page = 89




Binary Leetness 500

— I —
call inital clear ; =29t g

1lea eax, [ebp-128h]

mou dword ptr [esp+i4], 128h

mou [esp], eax ; bin.dat| A 2= QHI0|H
call copy to  alloc buf ; func{ eax, 0x128 )

vy

ERN L

c_BOL4BBEE:
call interpreter
test eax, eax

chort loc B

; 80| OtHl =& g2|EsiH
; A O Z interpreting
gl = 5

EAN Ll

add esp, 1akh
pop BCX

pop ebp

lea esp, [ecx-4]
retn

sub_8848888 endp
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= Interpreter &2 =J| FEI

BN L
loc_B8848139:
moy edx, ds:_EIP
mou eax, ds:bin_dat_data[edx=4] ; bin.dat2| A TN 40| H
moy [ebp+dat_4byte wvalue], eax
lea eax, [edx+1] : EIP =}
mou ds: EIP, eax = ETP- =0
moy eax, [ebp+dat_Lbyte value]
and eax, 7Fh : hbyte = St 7bitE LIEfUA
mov [ebp+var_8C], eax
cmp [ebp+var_8C], 2Bh ; H0|2 22| =1 M2
ja loc_804982A
; .
= 1, [
moy eax, [ebp+var_S8C]
shl eax, 2 ; 4byte table
moy eax, ds:UHM OPCODES[eax]
jmp eax
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text:08048139 mov edx, ds: EIP
text:0804813F mov  eax, ds:bin_dat dataledx*4]
; bin.dat/ edx*4 14} [0/ £

text:08048146 mov [ebp+dat 4byte value], eax
; bin.datOiAl _EIP @LEZL0] ol & ot = = 4byte = A1 &

text:0804814C lea eax, [edx+1]

text:0804814F mov ds: EIP, eax
JEIP S F
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text:08048154 mov eax, [ebp+dat 4byte value]
text:0804815A and eax, 7=
; 4byte = of 7/ 7hitE LIEFE

text:0804815D mov [ebpt+var 8C], eax
text:08048163 cmp [ebp+var 8C], 2Bh
CHOIE 0 = A=

text:0804816A ja loc_804982A

| ZDEIIG, BE

O L L
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text:08048170 mov eax, [ebp+var 8C]
; ol A 7THIOIE
1ext:08048176 shl eax, 2

: table S/ 2+ 7/} 4byte 0/ 7] I 20/, shift H O 2 45 Z &t
1ext:08048179 mov eax, ds:VM_OPCODES[eax]

text:0804817F jmp eax

;ofE LB Y TE HOlZ2E &F
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“Jba Y EHIOIZ Y=

O O O =T

-rodata:@8a499Cc8 UM OPCODES dd offset  OR ; DATA XREF: inter)
-rodata:@sau99Ck dd offset loc_ BO4E2LG
-rodata:B@gayoopa dd offset loc BO4B2GY
-rodata:B8a499DY dd offset loc BO4B3IBE
-rodata:Bgay9oDns dd offset loc BO4B3IEB
-rodata:B8ay99Dc dd offset loc BO4BLHZT
-rodata:B8a490EH dd offset loc BO4EBLEA
-rodata:B8a490EY dd offset loc BO4BLBEG
-rodata:B8a499ESs dd offset loc BO4BLIS
-rodata:B8a499EC dd offset  BR
-rodata:B8A499F A dd offset loc BB4BSEA
-rodata: B8 8499FY dd offset _ HOULE ; = mov
-rodata:Bga499F8 dd offset loc 8O4BSEB
-rodata:B88499FC dd offset loc 884B61E
-rodata:B88849A00a dd offset loc BO4MBTVS
-rodata:@83849a084 dd offset loc_88487B5
-rodata:@83849408 dd offset  EOR
-rodata:B8849a0C dd offset loc BO4BOLG
-rodata:B88492a14@ dd offset loc BO4BORZ
-rodata:BBa49A1Y dd offset  IHC
-rodata:Bga49a18 dd offset loc BO4BACH
-rodata:B@8849a1c dd offset loc BO4BAF3
-rodata:B8849A24 dd offset _ KHOUUl
-rodata:BB849A2Y dd offset _ TRAP
-rodata:B8B49aze dd offset loc BB4BFAY
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= Interpreter& =Jt S 3otH 12, 1E X &2 02 gHat
lea eax, |ebp-128h]
mow dword ptr [esp+4], 128h
mov [esp], eax : bin.datA &= 00|

call copy_ to_ alloc _buf ; func{ eax, Bx128 )

vy

EAN L

loc BO4BOEE:

call interpreter

test eax, eax

jnz short loc 88488EE ; @8D| OF-l === Z|E&tH
; HAMM S 2 interpreting
: BBkl

BN

add esp, 1ikh
pop eCH

pop ebp

lea esp, [ecx-4]
retn

sub BB4BOASA endp
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=
=

= VM_OPCODES ti[0|

T9)

o
"o

i

==
"o
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IHC:
mou eax, [ebp+dat_Lbyte value]
mou edx, eax
shy edx, 1Bh ; TIZ== 2 27bit UFZ shift
mouv eax, ds:registers[edx*4]
add eax, 1 i B
mou ds:registers[edx=4], eax
jmp loc 8849836
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text:08048A9F INC:
text:08048A9F mov eax, [ebp+dat 4byte value]
;bindatOjAl E& LELIOIS 0/ A 2/ X/ 4byte L]0/ E

text:08048AA5 mov  edx, eax
1ext:08048AA7 shr edx, 1Bh

; PEZ O F 27bit BIZ shift
; 012, E& NALEHE LNEotE LEL0 &
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text:08048AAA mov  eax, ds:registers[edx*4]
;edx LK S GIXAE 2 S eax O SAf

text:08048AB1 add eax, 1 ;1 =f

text:08048AB4 mov ds:registers[edx™4], eax
; St @t = I E O 0=

1text:08048ABB Jmp |OC 8049836
12 2/E ol FEICZE HFHE(ZFS)
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a E X
-/ O

ol

2 SEWFE TRAP 2

text:08048B29  TRAP:
text:08048B29 mov  eax, [ebp+dat 4byte value]
text:08048B2F shr eax, 1Bh

; bin.date & LAl 4byte = 1Bh 8t Z shiftaF et = eax 0ff 412

text:08048B32 mov  eax, ds:registers[eax™4]
text:08048B39 mov [ebp+var 9C], eax
;S LELS A AE B S eax ] AHE = var 9C O A&
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text:08048B3F cmp [ebp+var 9C], OBh
text:08048B46 ja loc_8048F98
; AL E gt0] trap table AFO/ X2/ 0Bh(11) 204 25 &£

text:08048B4C mov  edx, [ebp+var 9C]
text:08048B52 mov eax, ds:TRAP_TABLE[edx*4]

22/} X FE QT2 TRAP_TABLE Y & &850 eax 0 1 &

.text:08048B59 jmp  eax

; ofEtrap FEIC= & E
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= Trap SE10] HEE HI0I=

-rodata:B80849QA78 TRAP_TRABLE dd offset wrap exit
-rodata:z@8849A7C dd offset wrap open
-rodata:B8849ABA dd offset wrap close
-rodata:B8849A8L dd offset trap read
-rodata:B8849A88 dd offset wrap write
.rodata:B88849A8C dd offset wrap_socket
.Fodata:o8842A008 dd offset wrap_recu
-rodata:08042A00L4 dd offset wrap_send
-rodata:@8049n98 dd offset wrap_accept
-rodata:@8049n9c dd offset wrap_bind
-rodata:B@8849ARA dd offset wrap listen
-rodata:B@8849AQL dd offset wrap connect
rodata:H8849AA4 _rodata ends
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text:08048BD5 wrap close:

text:08048BD5 mov  eax, [ebp+dat _4byte value]
text:08048BDB mov  ebx, eax
text:08048BDD shr ebx, 1Bh

;4byte & S& H/IEZS ebx cl| A/ LE 0 HE

text:08048BEO mov  eax, [ebp+dat 4byte value]
1ext:08048BEG6 shr eax, 16h
1ext:08048BE9 and eax, 1=

;dbyte & S& H/ES eax cl AL E 0] AL
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text:08048BEC mov  eax, ds:registers[eax*4]
text:08048BF3 mov [esp], eax
text:08048BF6 call sys close

- S& H/E9 gt= close &+9 OIAfE M &

J

text:08048BFB mov  ds:registers[ebx*4], eax
OB At E S& dIALE HE

text:08048C02 jmp loc_8049836

=

y O LL
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=<> =1Bh

"] = 16h

= {1 =11h

" () = 0Ch, in the traps

=/ = 7h, WU=fortraps, **=forjump
= ~~ =7Fh, jump to table

[27 26 25 24 23] {22 21 20 19 18}
(1716 /1514 13)112*111098*/~7654 3 2 1~
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P asm.tzt - HIE2E

Ozl EEE) MAiD) 23V EFE2(H)

label2: o
PUSH R29 ; @
PUSH R29 ;0
PUSH R29 ; @ {sin_addr = R29) -> htonl{INADDR_ANY)) == @
MOUL R28, 2 ; R28 = 2 {sin_family = AF_INET)
HOUU R28, Ox5634 ; [R28+2] = Bx5634 {sin_port = 8z5634) -> ntohs = 13398

PUSH R28 R31 is a esp maybe.
MOULE R2%5, 2 ; R25 =9
HMOULE R24, 16 s RZ4y 16
TRAP R25, R16, R31, R24

£/ cli_sock{R25) = bind{ sockfd_2, st_addr , 16 };

OR R25, R25, R25
BHS label3
HALT

label3:
MOULE R25, 18
TRAP R25, R16, R24
Ff R25 = listen{ sockfd 2, 16 };

OR R25, R25, R25
BENS  labelk
HALT

labelkl:
ADDIB R31, R31, 4

MOVUL R28, BxC58C
MOUU R28, @x586F
PUSH R28B

R28 = BxC538C
[R28+2] = Bx586F
for esp
111.88.148.197
148.197.111.88 <{- this one

MOUL R28, 2 ; R2g8 = 2 {sin_family = AF_IHET)

HMOUU R28, Gx3456 ; [R28+2] = Bx3456 {sin_port = B8=23456) -> ntohs = 22868
PUSH R28 ; for esp

MOULE R25, 11 ; R25 = 11

MOULE R24, 164 ; R2h = 16

TRAP R25, R26, R31, R24

s
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sockfd 1{R26) = socket{ 2, 1, 8 };

sockfd 2{R16) = socket{ 2, 1, 8 };

7=
{(sin_addr = R29) -> htonl{INADDR AHY)) == @
{(sin_family = AF_IHET)
{sin_port = B8x5634) -> ntohs = 13398

*f

cli_ sock{R25) = bind{ sockfd_2, st _addr , 16 });

R25 = listen{ sockfd 2, 16 };

7=
(sin_family = AF_IHET)
{sin_port = B8x3456) -> ntohs = 22068
target address - 148.197.111.88

xf

connect{ sockfd 1, st sock, 16 });
send{ sockfd 1, 284, 4, 8 };
f 2 HIOIE =2 B &

send{ sockfd 1, bin.datZ|A\|%&F, 284, 8 );
cli_sock{R24) = accept{ sockfd 2, st _client, st _client );

loop:

recv{ cli sock, buf, 1, 8 };
wite{ 1, buf, 1 );
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= Nmap s°2

== & ot({ fingerprintingS o2& =Xl A2 OSIt
FreeBSDct1! Lt=

= Ol= =, FreeBSD J| 22| AHOIA WineL = &= 8I0IUHCZIE
SUAZI A2 = = US

n HENOZ Z2HZS 2ol = FreeBSD &2 ZEE KWOFE

=\Wine? Wine is a free software application that aims to allow Unix-like
computer operating systems on the x86 or x86-64 architecture to execute
programs written for Microsoft Windows.
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